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“All models are wrong, but some are useful.”

— George Box ?
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Distributed Learning

DATA IS GROWING SO ARE THE MODELS
NEED MANY MACHINES TO TRAIN
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Classical D-SGD - Server updates 0, | «<— 0, — v, fg\t

We cannot use, for updates, g, = — Z g/
n “

l

(or any other linear function)

Use a “robust aggregation” Rt =F (gtlv ey g?>* Byzantine

Server updates 0,, | <—— 0, — 7, R,

* As the identity of Byzantine nodes is unknown we also denote their gradients by g
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Reduces the impact of Byzantine inputs

Examples:n=5and f =2

N

}
Trimmed Mean (TM): The output lies in the
< > convex hull of honest inputs
Eliminate f extreme values
Average the remaining
Minimum Diameter Averaging* (MDA): | \\\

The output is the best possible
estimate of the honest average

Average n-f values
with smallest diameter

* Very costly in high-dimension
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It depends

Aggregation Rule/Scheme Additional Assumption

Trimmed Mean

in etal, 2018 Sub-exponential stochasticity

Geometric Median

(Chen et al., 2017) Sub-exponential stochasticity

Krum/multi-Krum

Vanishing variance
(Blanchard et al., 2017) 9

Monitoring temporal averages of gradients

(Alistarh et al., 2018) (a.s.) Absolutely boundedness

Most give resilience only against a small fraction of Byzantines << 1/2
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Step number Step number
Label-flipping Little is enough (Baruch et al., 2019)

Memoryless robust aggregation need not be sufficient (Karimireddy et al., 2021)

* MINIST classification task
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“With every mistake, me must surely be learning ...
While my GPU gently weeps.”

- George Harrison
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Local momentums are no longer .
unbiased gradient estimators

I, VO () 12| <(BIE I, = VO (6-1) 12| + (1 - pr'—

By Ideally small

I Good News !! .

IF the momentum coefficient is chosen wisely

THEN the good (reduced variance)
Outweighs the bad (biased gradient estimation)
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The values hold for any f < n/2



Byzantine Resilience Guarantee



Byzantine Resilience Guarantee

Server updates: 0., «<—— 0,— 7, R,

where R, =F (mtl, s mt”) and m/=pm' ,+(1—p)g foreach honestnode i



Byzantine Resilience Guarantee

Server updates: 0., «<—— 0,— 7, R,

where R, =F (mtl, s mt”) and m/=pm' ,+(1—p)g foreach honestnode i

i' Upon T iterations of RESAM

e ———————




Byzantine Resilience Guarantee

Server updates: 0., «<—— 0,— 7, R,

where R, =F (mtl, s mt”) and m/=pm' ,+(1—p)g foreach honestnode i

- Upon Tlteratlons of RESAM

e

(f, 4)-RESA aggregation rule F' + Momentum with ,B \/1 C/T
‘ \\

Let & be chosen uniformly from 0, ...,0r then




Byzantine Resilience Guarantee

Server updates: 0., «<—— 0,— 7, R,

where R, =F (mtl, s mt”) and m/=pm' ,+(1—p)g foreach honestnode i

(f /1) RESA aggregatlon rule F + Momentum with ,B \/1 C/T
‘ \

Let & be chosen uniformly from 0, ...,0r then

02




Byzantine Resilience Guarantee

Server updates: 0., «<—— 0,— 7, R,

where R, =F (mtl, s mt”) and m/=pm' ,+(1—p)g foreach honestnode i




Byzantine Resilience Guarantee

Server updates: 0., «<—— 0,— 7, R,

where R, =F (mtl, s mt”) and m/=pm' ,+(1—p)g foreach honestnode i




Byzantine Resilience Guarantee

Server updates: 0., «<—— 0,— 7, R,

where R, =F (mtl, s mt”) and m/=pm' ,+(1—p)g foreach honestnode i




Byzantine Resilience Guarantee

Server updates: 0., «<—— 0,— 7, R,
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Let 6 be chosen uniformly from 60, ..., 07 then |

Compares overall efficiency for
different aggregation rules
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* An extension of Krum, called multi-Krum, uses an averaging component to obtain guarantees comparable to MDA, but is computationally cheaper.
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For each honest node :

0(0):= E q©.x) ; g =VO(6)+u

The goal is to compute ¢+ c (9 ; %Z VO,(0) = o)
ieH
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What’s Next?!

Study the impact of momentum with heterogeneity.

Explore other variance reduction strategies, e.g., MVR".

Improve the robustness condition to guarantee efficiency

Does use of local momentum improve privacy?

* Momentum-based Variance Reduction (MVR) has optimal convergence rate for a first-order stochastic algorithm (Cutkosky and Orabona, 2019)
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