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“All models are wrong, but some are useful.”
– George Box ?
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Examples: n = 5 and f = 2

Eliminate f extreme values

Average the remaining

Average n-f values 

with smallest diameter

The output lies in the 

convex hull of honest inputs

The output is the best possible

estimate of the honest average

* Very costly in high-dimension
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Aggregation Rule/Scheme Additional Assumption

Trimmed Mean

(Yin et al., 2018) Sub-exponential stochasticity 

Geometric Median

(Chen et al., 2017) Sub-exponential stochasticity

Krum/multi-Krum

(Blanchard et al., 2017) Vanishing variance

Monitoring temporal averages of gradients

(Alistarh et al., 2018) (a.s.) Absolutely boundedness

Most give resilience only against a small fraction of Byzantines << 1/2 

It depends
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Label-flipping Little is enough (Baruch et al., 2019)

* MNIST classification task

Memoryless robust aggregation need not be sufficient (Karimireddy et al., 2021)

5 out of 25 nodes are Byzantine faulty 
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“With every mistake, me must surely be learning …

While my GPU gently weeps.”

- George Harrison
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* An extension of Krum, called multi-Krum, uses an averaging component to obtain guarantees comparable to MDA, but is computationally cheaper.
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Study the impact of momentum with heterogeneity.

Explore other variance reduction strategies, e.g., MVR*. 

* Momentum-based Variance Reduction (MVR) has optimal convergence rate for a first-order stochastic algorithm (Cutkosky and Orabona, 2019)

Does use of local momentum improve privacy?

Improve the robustness condition to guarantee efficiency 



Thanks to …

Rachid
Rafael

John

Youssef

Lê Nguyên 

Sadegh



Readings

Farhadkhani, Sadegh; Rachid Guerraoui; Nirupam Gupta; Rafael Pinot and John Stephan. 

Byzantine Machine Learning Made Easy by Resilient Averaging of Momentums. ICML 2022.

Karimireddy Sai Praneeth; Lie He and Martin Jaggi. 

Learning from history for byzantine robust optimization. ICML 2021.

El-Mhamdi El-Mahdi; Rachid Guerraoui and Sébastien Rouault. 

Distributed momentum for byzantine-resilient learning. ICLR 2021.

Alistarh Dan; Zeyuan Allen-Zhu and Jerry Li. 

Byzantine stochastic gradient descent. NeurIPS 2018.

El-Mhamdi El-Mahdi; Guerraoui Rachid, and Sébastien Rouault. 

The hidden vulnerability of distributed learning in Byzantium. ICML 2018.

Chen Yudong; Lili Su and Jiaming Xu. 

Distributed statistical machine learning in adversarial settings: Byzantine gradient descent. 

Proceedings of the ACM on Measurement and Analysis of Computing Systems 2017.

Momentum for 
Byzantine resilience

Notable prior work 
On Byzantine resilience



Thank You


